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Abstract  

Information security has traditionally been technology oriented. A survey of the literature shows that research 
on the technical aspects and formal control of information security is abundant, but emphasizes on social 
aspects covering employee information security culture has rarely been emphasized. Standards such as 
GAISP, ISO27002 (or previously known as ISO/BS 17799), SSECMM and Standard of Good Practices have 
mainly giving emphasize on technical aspects with little attention given on the culture and management of 
employee information security practices. Given that the employee as the IT users might be a considerable 
threat to the security level, as well as being essential resources to prevent incidents from happening, non-
technological aspects of information security should also be considered in addition to technological aspects. 
To this effect the need to develop an information security culture (ISC) is crucial so as to protect the 
organization from any possible information security threats and breaches. ISC can be defined as “information 
security perceptions, attitudes and assumptions those are accepted and encouraged in an organization – 
thus the way in which things are done in an organization to protect information assets”. Studies have shown 
that, when ISC are not in place, employees of the organization will engage in activities that will endanger the 
well being of the organization, such as accessing and disclosing confidential information, exploiting 
information resources for personal gains etc. Against this background, an ISC framework for Malaysian 
Public Sector organizations is proposed. The framework consists of six dimensions, namely, management 
support, policy and procedures, compliance, awareness, budget and technology. Each of these dimensions 
is further divided into sub-dimensions. The developed framework will be empirically validated and tested 
using qualitative and qualitative approach with focus group interview and questionnaire as the data collection 
technique. 
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1 INTRODUCTION 

Information security has traditionally been technology oriented. A survey of the literature shows that research 
on the technical aspects and formal control of information security is abundant, but emphasizes on social 
aspects covering employee information security culture has rarely been emphasized. Standards such as 
GAISP, ISO27002 (or previously known as ISO/BS 17799), SSECMM and Standard of Good Practices have 
mainly giving emphasize on technical aspects with little attention given on the culture and management of 
employee information security practices. Given that the employee as the IT users might be a considerable 
threat to the security level, as well as being essential resources to prevent incidents from happening, non-
technological aspects of information security should also be considered in addition to technological aspects. 
To this effect the need to develop an information security culture (ISC) is crucial so as to protect the 
organization from any possible information security threats and breaches.  

ISC can be defined as “information security perceptions, attitudes and assumptions those are accepted and 
encouraged in an organization – thus the way in which things are done in an organization to protect 
information assets” (Da Viega et al., 2007). Studies have shown that, when ISC are not in place, employees 
of the organization will engage in activities that will endanger the well being of the organization, such as 
accessing and disclosing confidential information, exploiting information resources for personal gains etc. 

The Malaysia’s Critical National Information Infrastructure (CNII) places great concern on information 
security. This is because, theft of information and intellectual property will drive investment away from 
countries whose systems are seen to be insecure. Against this background, an ISC framework for Malaysian 
Public Sector organizations is proposed. The framework is expected to facilitate the development of 
information security culture for Malaysian Public Sector organizations. A culturally secured information 
security practices, will protect and safeguard government information from any possible threats and leakage. 
Having a strong and sound information security practices will further boost the confidence of prospective 
investor to invest in this country. 

2 DEVELOPING INFORMATION SECURITY CULTURE 

Martins & Eloff (2002) described information security as “a set of information security characteristics that the 
organization values; the assumption about what is acceptable and what is not in relation to information 
security; the assumption about what information security behavior is encouraged and what is not; the way 
people behave towards information security in the organization. If an organization is trying to foster a 
subculture of information security, all activities would have to be performed in a way that is consistent with 
good information security practice. Having adequate knowledge regarding information security is a 
prerequisite to performing any normal activity in a secure manner. According to Schlienger & Teufel (2003), 
when developing information security culture, the following aspects need to be given attention, namely 
artifacts, espoused values and shared tacit assumptions. 

Artifacts are things or events that happen in the organization. Employees need to be equipped with the 
necessary skills and competencies to perform security related tasks correctly and securely. Espoused values 
are concerned with knowing and understanding the information security needs of the organization. The 
person or team, responsible for the drafting of the information security policy must fully understand the 
information requirements as needed by their organizations. The shared tacit assumptions are the beliefs and 
values of employees, which should be in tandem or in sync with espoused values. ISC, similar to 
organizational culture, can’t be created once and then be used all life time. ISC must be created, maintained 
or changed continuously and the process is iterative and will never end. 

3 PROPOSED FRAMEWORK 

Figure 1 depicts the theoretical framework of the study. The framework is developed based on the work of  
Aksu et al. (2015), Alhogail and Mirza (2014), Alnatheer & Nelson (2009), Jacobs (2013), Mark & Michael 
(2009), Martins & Veiga (2015), Mohamed et al. (2012), Omar (2007), Shaaban (2014), Veiga and Eloff 
(2007). Information Security Culture (ISC) consists of six dimensions, namely management support, policy 
and procedures, compliance, awareness, budget and technology. The management support is divided into 
two sub-dimensions which are information security commitment and information security importance. Policy 
and procedure dimensions comprised of information security policy effectiveness and information security 
directives. Compliance dimensions consist of information security monitoring perception and information 
security consequences. While awareness also composed of two sub-dimensions which are information 
security responsibility and information security training. Budget dimensions involved information security 
budget practice and information security investment. Lastly, technology dimensions consist of information 
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security capability and information security compatibility. An effective and comprehensive ISC would 
normally result in the prevention and protection of organizational information assets from security breaches. 
However, when ISC is not proper, information security breaches will tend to take place.  

 

Figure 1. Conceptual Framework 

3.1 Internal Information Security Breaches 

National Cybersecurity and Communications Integration Centre (NCCIC) of United States of America (2014) 
has defined insider threat as a current or former employee, contractor, or other business partner who has or 
had authorized access to an organization’s network, system, or data and intentionally misused that access to 
negatively affect the confidentiality, integrity, or availability of the organization’s information or information 
systems. Infosec Institute (2014) reported that insider threat were considered as one of the most significant 
risks to the overall security of any organization. From the reported, they revealed that 37% ex-employee had 
caused fraud towards their former organization, 21% of ex-employees had caused IT sabotage, 19% of ex-
employees had espionage the classified information, 15% of employees had caused Intellectual Property 
(IP) theft incident and 8% are other insider threats. 

3.2 Outsider Information Security Breaches 

Outsider threats can be defined as Information security breaches or threats that mainly caused by untrusted 
and unauthorized individuals or group over the organization’s information assets (Franqueira et al., 2010). 
Diaz-Gomez, (2010) added that outsider threats can be classified as external threats outside the 
organization which interest parties try to access the system. Price Water House Coopers (2015) has reported 
that outsider threats can be considered as the most dangerous threats that can take down the organization. 
They also noted that 10% of the outsider threats come from terrorists, 15% are organized crime that 
intentionally planning on take down the organization, 16% are from activist organizations or hacktivists, 16% 
of outsider threats are information brokers which violates the organization’s security systems in order to gain 
the confidential information, 24% of the outsider threats comes from their competitors, 9% are from foreign 
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entities and organizations, 7% are from foreign nation-states, 6% are from domestic intelligence service, 
24% of outsider threats are from hackers and 18% of outsider threats are unknown. 

3.3 Information Security Commitment 

The ISO/IEC 17799 standard (2005) outlines that commitment is a crucial ingredient for the success of 
information security implementation. Liang et al. (2007) defined information security commitment as the 
degree to which top management give full supports and show their involvement towards an organizational 
initiative on information security. Barton (2014) stated that although top management commitment does not 
guarantee effective operational security, it is a prerequisite for effective development, implementation, and 
compliance with information security policy. Kajava et al. (2006) opined that commitment is about getting 
“personally involved” with the information security initiatives. ISACA (2005) identified that senior 
management’s commitment to information security initiatives as the number one critical element impacting 
an information security program’s success. With this justification, the following proposition is established: P1 
– There is a negative relationship between  information security commitment and Information 
security breaches.  

3.4 Information Security Importance 

Information security importance can be understood as management commitment in managing information 
security in an organization that reflect employees behaviour when protecting information security assets from 
any threats (Zhang et al., 2009). The behavior of the employees is significantly affected by the behavior of 
their superiors or managers. When the managers themselves demonstrates a behavior that reflects their 
deep concern and giving significant priority regarding information security, their employees will definitely 
follow suit. In contrast, a take-for-granted or giving less-attention-behavior by the managers, will also 
influence employee not to give serious attention regarding the protection of the information security assets. A 
worldwide survey by CISCO (2008) discovered that the majority of IT professionals believes that employees 
did not always adhere to policies because security was not a top-of-mind priority or issue. Driven by the 
aforementioned reason, the following proposition is established: P2 – There is a negative relationship 
between information security importance and information security breaches.  

3.5 Information Security Policy Effectiveness 

Martins & Veiga (2015) defined information security policy effectiveness as the appraisal of the information 
security policy, whether its is understandable, practical and successfully communicated. A well-written 
information security policy should be clear and concise, with easily understandable language and free from 
any legal and technical jargon. In addition, it must be practical, functional, and enforceable. Because the 
workplace is constantly changing, policies and procedures relating to information security also change 
sparingly. Communicating information security policy on a regular basis ensures that employees are well 
informed. A survey by CISCO (2008) revealed that, “the methods used to communicate information security 
policies to employees and the perceived fairness of the policies are critical to success”. The findings also 
showed that 40% of employees in the surveyed companies did not know that the security policies existed-
and a surprising 20% of IT professionals were unaware of an existing security policy. Given this background, 
we expect that an effective information security policy will result in reduced information security breaches, 
Thus, the following proposition is put forward: P3 – There is a negative relationship between information 
security policy effectiveness and information security breaches.  

3.6 Information Security Directives 

Every organization needs to provide clear directions in protecting their information security assets. 
Information security directives give light guidance to employees on what procedures need to follow when 
information security breaches take place. Information security directives can be understood as the clear 
direction or instruction of protecting information security assets from information security incidents such as 
information security breaches that caused by unauthorized parties (Mansky et al., 2008). Various studies 
stated that many organizations suffer from data losses because of clear directives in protecting information 
security assets were not provided to employees (Ifinedo, 2014; Martins & Veiga, 2010). Based on this 
rationale, it is proposed that: P4 – There is a negative relationship between information security 
directives and Information security breaches.  

3.7 Information Security Monitoring  

Information security monitoring perception can be defined as the perception regarding monitoring and 
disciplinary action (Martins & Veiga, 2015). Employees’ misbehaviour can be most crucial factors that cause 
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information security breaches within organizations (Alhogail & Mirza, 2014; Alkalbani, 2013; Veiga, 2008; 
Knapp, 2005; Martins & Eloff, 2002; Martins & Veiga, 2015; Martins, 2015; Martins & Veiga, 2010). It shows 
that information security monitoring perception would be importance element in cultivating ISC which 
preventing employees from make mistakes when handling information security assets. Thus, the following 
proposition is formulated: P5 – There is a negative relationship between information security 
monitoring and Information security breaches. 

3.8 Information Security Consequences 

Volkamer et al. (2013) stated that information security consequences happen when an attacker gets access 
to private data (e.g. confidential report, history, salary, photos, and email history), losing money, and different 
types of a nuisance that give negative effects to the organization Moreover, information security 
consequences can be understood as the necessary action need to be taken by management when the 
organization need to deal with any non-compliance events (Mohamed et al., 2012). Previous studies found 
that information security consequences could be importance element in implement ISC (Musa, 2010; Veiga, 
2016) Organizations that effectively take necessary actions when information security breaches occur will 
reduce the chances recurrence. In line with this justification, the following preposition is established: P6 – 
There is a negative relationship between information security consequences and Information 
security breaches.  

3.9 Information Security Responsibilities  

In information security context, management and employees have equal responsibilities to prevent, protect, 
safeguard information assets. Lim et al., (2010) defined information security responsibilities as the person or 
department consists of small group of people that is responsible for ensuring the compliance of information 
security policies. Previous studies revealed that employee that put full responsibility towards their work tasks 
have higher motivation and loyalty which influence the organization’s productivity in managing information 
security assets (Alkalbani et al., 2015; Alnatheer, 2012; Martins & Eloff, 2001; Martins & Eloff, 2002; Martins 
& Veiga, 2015). In Malaysian public organization environment, the IT department is responsible in managing 
information security assets. With this justification, the researcher established that: P7 – There is a negative 
relationship between information security responsibilities and Information security breaches.  

3.10 Information Security Training 

Most organizations provide training for their employees as a tool to boost their productivity by upgrading 
employees’ skills and knowledge. Information security training can be effective tools in order to prepare the 
employees in protecting information security assets by improving their capabilities in managing information 
security assets within organizations. Martins & Veiga (2015) indicated that information security training is 
established to enable employees to protect themselves, create knowledge in terms of finding, understanding 
and using information security assets in organizations. Past studies have shown that information security 
training has positive factors that can influence employees in establishing ISC in organizations (Alnatheer, 
2015; Veiga & Martins, 2015). Omar (2007) discovereed that, information security training within Malaysian 
public organization was seen as inadequate by the employees. Without proper and up to date training, 
employees cannot be able to embrace information security practices and guidelines into their everyday 
behaviour (Omar, 2007). Accordingly the following preposition is established: P8 – There is a negative 
relationship between information security training and Information security breaches.  

3.11 Information Security Budget Practice 

According to Lim et al., (2009), information security budget practice can be defined when management in an 
organization allocates budgets for information security activities annually and acts promptly towards 
expenses pertaining information security activities and for IT support. Besides that, National Advisory 
Council on State and Local Budgeting (1998) suggested the definition of budget practice as procedure that 
assist in accomplishing a principle and element of the budget process. In other word, budget practice is a 
process that assists management in achieving information security goals which is reducing Information 
security breaches by allocating specific budget towards information security activities within the organization. 
Previous studies have showed that information security budget practice gives strong impact on 
organization’s productivity (Dlamini et al., 2011; Kassim & Abdullah, 2006; Veseli, 2011). Organization that 
allocate budgets in information security activities seem like having more tendency on preventing their 
information security assets and resources from information security breaches. Therefore, the following 
preposition is formulated: P9 – There is a negative relationship between information security budget 
practice and Information security breaches.  
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3.12 Information Security Investment 

Toivanen (2015) defined information security investment as a process of investing something to gain 
something in return which can be seen in the form of capital, time and benefits that could be tangible and 
intangible. Therefore, any action that has been made by the organization in order to gain something which 
can be capital, time and benefits in return which support organization’s goal can considered as an 
investment. In order to achieve the organization’s goal, employees are responsible to prevent information 
security assets from any possible threats coming from inside and outside the organization. Thus, by 
improving employees’ awareness and knowledge towards information security threats by sending them to 
particular training and program can be considered as information security investment. Previous studies have 
found that the more organization invest their annual budget for information security activities, the lower 
chances of ISBes occurrence (Ahmad & Maynard, 2013; Alavi et al., 2015; Monfelt et al., 2014; Norshima & 
Balakrishnan, 2015; Paulsen et al., 2011). Thus, the preposition is established: P10 – There is a negative 
relationship between information security investment and Information security breaches.  

3.13 Information Security Capability 

Information security capability refers to the ability to fulfil technical security requirements and assists 
organizations to fulfil information security policy requirements (Alkalbani, 2014). Information security 
capability can also be referred as the ability to fulfil technical security requirements (Tudir, 2010). Previous 
studies showed that information security capability encompasses the technology aspects of information 
security, such as configuring a secure firewall, network and database and also includes business continuity 
and disaster recovery (Veiga, 2008) and could influence the way information security assets are conducted 
(Ali, 2014; Alnatheer & Nelson, 2009; Martins & Eloff, 2001; Mohamed et al., 2012). In line with this 
justification, the following preposition is established: P11 – There is a negative relationship between 
information security capability and Information security breaches.  

3.14 Information Security Compatibility 

Smetters & Grinter (2002) defined the information security technology compatibility as the technological 
equipment that has the ability in protecting the information security technologies in order to enforce the 
security requirements over operational technologies. In addition, information security technological 
compatibility can be understood as the ability of software and hardware to work together adhering common 
technology standards (Alkalbani, 2014). Various studies showed that information security technology 
compatibility is one of significant element that influencing the adoption of ISC within organization (Alkalbani, 
2013, 2014; Knapp, 2005; Shaw, 2012). Therefore organizations are recommended to establish information 
security compatibility within technological equipment in the organization as an effort to minimize information 
security breaches. Driven by the aforementioned reason, the following proposition is established: P12 – 
There is a negative relationship between information security compatibility and Information security 
breaches.  

4 CONCLUSION 

The aim of this paper is to present a proposed conceptual framework for the development of information 
security culture for the Malaysian public organization. Adopting the literature review approach, a conceptual 
framework of information security culture is proposed which has six dimensions, namely, management 
support, policy and procedures, compliance, awareness, budget and technology. Each of these dimensions 
is further divided into sub-dimensions. The developed framework will be empirically validated and tested 
using qualitative and qualitative approach with focus group interview and questionnaire as the data collection 
technique. 
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